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Paper Laboratory Notebooks

0 Documentation of
experimental work:

3 Setup
3 Results
3 Notes

0 Reproducibility

0 Legal proof for an invention
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Page from a laboratory notebook of Alexander Graham Bell, 1876.

0 Notebooks can get destroyed, lost, or stolen.

0 Difficult to locate specific information, especially in case of staff changes.

0 Difficult to incorporate already digitalized results.

0 Difficult to share specific information.
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https://en.wikipedia.org/wiki/Alexander_Graham_Bell

Electronic Laboratory Notebooks (ELNS)
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Rich text editor

Full text search
Document sharing
Collaborative editing
Automated backup

Timestamps
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For many years not considered a legal document
Commercial solutions quite expensive
Difficult to set up and maintain

Data migration issues
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Types of ELNS

2
International Agency for Research on Cancer ELN PS BIOVIA jF
reezerworks

Specific application

o
{19.;,L3b50fturﬂ$
Free Commercial
2. MyLabBook
General purpose / La bLynx
cross disciplinary ...everything LIMS
A | g
[ ry » ] STARLIMS
2y
i~ 1d

WL . W§EVERNOTE  PRLABVANTAGE" labQuru
MediaWiki C 3

%’UNIVERSITY OF SOUTHERN DENMARK.DK



CFR21 part 11

U.S. Food and Drug Administration

Applies to all FDA-regulated industries Guidance for Industry
_ o Part 11, Electronic Records;
Provides guidelines for Electronic Signatures — Scope

and Application

Electronic records
Electronic signatures

Primary intent is to make sure that any
recorded information can not be
falsified at a later point (e.g.
scientific frau d) D Drug Admnistraton

Center for Drug Evaluation and Research (CDER)
Center for Biologics Evaluation and Research (CBER)
Center for Devices and Radiological Health (CDRH)
Center for Food Safety and Applied Nutrition (CFSAN)

H OW Can th |S b e aC h | eve d ? Center for Veterinary Medicine (CVM)

Office of Regulatory Affairs (ORA)

August 2003
Pharmaceutical CGMPs
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How to protect the data

Backend:
Firewall
Access limited to system administrators

Frontend:
|dentity:
User authentication
Access rules
Trusted authority, i.e. LDAP etc.

Content:
Digital signature
Co-signing for patenting
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Digital signature scheme

Signing Co-signing
with timestamp with timestamp
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Laboratory Information Management System

Web application based on Grails web application
framework

Development started in 2010
Published in 2014

Developed for the functional genomics
community, but

Generally usable as a sample management and
tracking solution due to its modular structure
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