OpenlLabNotes

An Electronic Laboratory Notebook Extension for

OpenLabFramework
v ]

Markus List

PhD Candidate
University of Southern Denmark

Bari, October 14th 2015 IB20 1 5 LV

Integrative Bioinformatics

%’UNIVERSITY OF SOUTHERN DENMARK.DK




Odense, Denmark

%’ K'éanGC ,éﬁ‘\ ?\\:t‘;

UNIVERSITY OF SOUTHERN DENMAR

Helsingborg A
itts

Coﬁf enhagent Tl
-Op g q\o

h o
Billund . vej :
~Airport <. Yodense . AP vaims!
| | @ ONaestved
E 45 |
,.iéFle;sburg { E47
l6okm | *
K I Map data © Openstreetmap.org

£.'UNIVERS]TY OF SOUTHERN DENMARK.DK



Saarbrucken, Germany

l l I I I max planck institut
informatik

@ + Frankfu rtO

- r’ “":;.-,-sFra furt-Hahn 672 d
Luxembourg Clty ,/ 8 i rpo rt (
"l:uxembourg y OKa'SerS'a.‘-ff.eT A_

"“'rpo"t'L : Saarbrucken

Metz n. 3%

O Saarbrucken - oKarIsruhe
I\;btz A'rPO"t /' Baden;

A 340 P ;""~Karlsruhe
.~ Nancy -O ¢~ Airport

) AIrpOrt LEs Strasbourg G

Airport
40_,mi | ’ Map data © Openstreetmap.org

%‘UNIVERSITY OF SOUTHERN DENMARK.DK



Paper Laboratory Notebooks
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Page from a laboratory notebook of Alexander Graham Bell, 1876.

e Notebooks can get destroyed, lost, or stolen.

e Difficult to locate specific information, especially in case of staff changes.
e Difficult to incorporate already digitalized results.

e Difficult to share specific information.
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https://en.wikipedia.org/wiki/Alexander_Graham_Bell

Electronic Laboratory Notebooks (ELNs)

e Rich text editor

e Full text search

e Document sharing
e Collaborative editing
e Automated backup

e Timestamps

e For many years not considered a legal document
e Commercial solutions quite expensive
e Difficult to set up and maintain

e Data migration issues
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Types of ELNs
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CFR21 part 11

U.S. Food and Drug Administration

Applies to all FDA-regulated industries Guidance for Industry
_ o Part 11, Electronic Records;
Provides guidelines for Electronic Signatures — Scope
and Application

Electronic records
Electronic signatures

Primary intent is to make sure that any
recorded information can not be
falsified at a later point (e.g.
scientific frau d) D Drug Admnistraton

Center for Drug Evaluation and Research (CDER)
Center for Biologics Evaluation and Research (CBER)
Center for Devices and Radiological Health (CDRH)
Center for Food Safety and Applied Nutrition (CFSAN)

H OW Can th |S b e aC h | eve d ? Center for Veterinary Medicine (CVM)

Office of Regulatory Affairs (ORA)

August 2003
Pharmaceutical CGMPs
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How to protect the data

Backend:
Firewall
Access limited to system administrators

Frontend:
|dentity:
User authentication
Access rules
Trusted authority, i.e. LDAP etc.
Content:
Digital signature

Co-signing for patenting
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Digital signature scheme

Signing Co-signing
with timestamp with timestamp
PR — Crmm— RNV S—
>—. -"J--Ii-\'u
_ A \_/ {:} Signed
éJnS|gned —> > document with
ocument [ ._ \i} _ ah (1) detached signatures
a @ </ &
B E?l e
Q|53 &
Signed \') )
document [ g
a
Public key
Private key
Detached
signature
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OpenlLabFramework

(8

Laboratory Information Management System

Web application based on Grails web application
framework

Development started in 2010
Published in 2014

Developed for the functional genomics
community, but

Generally usable as a sample management and
tracking solution due to its modular structure

& Dele

y
=, OpenlLabFramework
<2
|" Gene Cell Line Data Attachments Projects Storage Master Data
B £ Home 7] CellLineData List & New CellLineData
- Test
- Top Secret

|Version 1.2 on Grails 2.2.2

Cell Line

Acceptor

First Recombinant
Second Recombinant
Culture Media

Medium Additives

Plasmid Number
Colony Number
Notes

Projects

Please select a passage EI Refresh

@ There are 2 units left

@ Showing all passages for this CellLineData. Please s

Show CellLineData MCF7 - pAccpt - [PTEN]p

MCF7
pAccpt
[PTEN]

DMEM

None a

FCS

None a

Test

Attachments | Passage [ME:INLERIEERSGIELEE  Antibiotics

electas

You are here: BigFreezer >> Gateway-1 >> Box1_(Change)

1 2 3
A | MCFT - pAccpt - MCFT - pAccpt - MCFT -
[PTEN]pDestA - DMEM | [PTEN]pDestA - DMEM - | [PTEN]|
19/02/113 2
B | MCFT7 - pAccpt - Click to add Click tc
[MyTestGene-
M1]pDestA - DMEM -
Xx/xx/xx
C | Click to add Click to add Click tc
D | Click to add Click to add Click tc
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y

@ OpenLabFramework

Modular structure Class Hierarchy
Backend Backanid
W [
J/ .~ | GeneTracker ~ l -

Module

MasterData
Object

File

DataObject

2 2 ) 2 2 3 2
: Cell
Cell-Line Vector ; Gene Gene+Vector
Recombinant

= [
GeneTracker Module
Barcodin \
Moduleg Frontend ?
B h} =
Storage
Freezer Element

Storage Module

Storage
Module

Attachments

Module
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OpenLabFramework »

Search Hello admin [Logout’

Gene Cell Line Data  Attachments  Projects Storage MasterData Barcode  Administration  Settings
: & Home #:] Recombinant List & New Recombinant 8 Delete -
- Test Print Barcode Label
~ Top Secret
. Hist -
Show Recombinant [My test gene-M1]pDestA — * Site Label Label [¥]
Creator admin Odense E
Genes, My test gene-M1 Remove Date Created 2013-05-21 11:48:43 uTc/;-"" Description
- > & | | s )
] \ Last Modifier admin Text < | | —>
PTEN Add
E Last Update  2013-05-21 11:48:43 UTC
Notes Scan B Preview
Projects None added Operations Attachments
= = Create new cell line recombinant Upload a file
Test (x| Addto
Vector pDestA I
Attachments Storage
@ There are 0 units left LEGEND
W: Wildtype
You are here: BigFreezer >> Gateway-1 >> Box1_(Change) Y, - M: ;.uhagtp
. P: Promotor
1 2 3 4 | | : 5 6 7 C: cDNA derived
F: Gene Fragment
A | MCF7 - MCFT - MCFT - MCFT - MCFT - MCFT - MCFT7|= K: Knockdown (Silenced)
pAccpt - pAccpt - pAccpt - pAccpt - pAccpt - pAccpt - pAccg
[PTEN]pDestA | [PTEN]pDestA | [PTEN]pDestA | [ABCD]pDestA | [ABCD]pDestA | [ABCD]pDestA | [ABCL |
- DMEM - DMEM - - DMEM - 2 = = = - —
19/02/13 [ABCD]pDestB | [ABCD]pDestB | [ABCD]pDestB | [ABCL
- DMEM - DMEM - DMEM - - DME
XX/ x/Xx XX/xx
B | MCF7 - Click to add Click to add Click to add Click to add Click to add Click
pAccpt -
[MyTestGene- || <[, m )

Version 1.2 on Grails 2.2.2
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OpenLabNotes as an ELN module for OpenLabFramework

Data Data Data
Objects P . Objects Objects
Documents in OpenLabNotes can T T T
i i icti i Electronic ;
interact WIth existing modules and their e e Fr:le
DataObjects out of the box. Notebook | Module || rriners
Module R
~7 4
L =%
\

Frontend :]
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Create Note

H
— OpenLabFramework Sowon|  Helo ELNuserA Logout
=
y Gene CellLineData Notes Attachments Projects Storage Master Data  Settings
[E0] [i<]]
Create new Note
. ELN Note 1
Title

Note || B [ Y Dy B 3= 3=

il
il

66 & P | <
B 7 U S FontFamily ~ FontSizes ~

|

[
[l
il
[l
>
4
>
4

ELN Note 1 content goes here |
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Copy and Paste

@ (] [% Document1
Ry = be ©-a @ D »
| A Home | Layout | DocumentElements | Tables | Charts | SmartArt | Review | ~ B
Fomt Paragraph Styles Insert Themes
Cambria (Body) |~|[12 [+]| A~ | |iE [ i= v | EE = A . AR = - Aay.
B I U ~+ae |A »asd-~ E_ L L :g' Styles _ﬂi TextBox =d® © Themes

FOM & PTRY YT YT TRE BERY BURY RURY RRRY RURY TNES NRY DXRY NR | TR | BN ORI | B ORI o | A = o
_ E =, OpenLabFramework
’ " Gene CellLine Data Notes Attachments Projects Storage Master Data
3 Testing word formatting =
b 1. Testing [)—JJ
- 2. Copy
1 3. Paste
; % Functionallty Create new Note
” Title
- Note | # (| 3¢ D By (3= = |8 E 66| A | ||HH~
B /7 U S FontFamily ~ FontSizes - EEE =
G Testing word formatting
? 1.  Testing
3 2.  Copy
- 3.  Paste
? ° 4.  Functionallity
= 3
_ Print Layout View Sec 1 Pages: 10f 1 100% =
MS Office, Editor, Evernote, Web, ...
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Copy and Paste Images

e0ce [%] Document1
P-rEOHdm s Db 00 @ ) »
| A Home _ FormatPicture | Layout | DocumentElements | Tables | Charts | »| A v
Font Paragraph Styles Themes
= E ) E = A [Af-@' D.
e | A |o|nd |- (57 Syes (@ Tensox =" Themes
I 3*!-2-1‘1‘l-§-w1 Voo o8eicdo i Bei BT 81800 AD s Al AR 1 4B 1 K AiBARRE = “

: S — OpenLabFramework

3 4
% Gene CellLine Data Notes Attachments Projects Storage Master Data

Testing word formatting
T 1. Testing
2. Co
B 3, Pasé
B 4. Functionalliy . Create new Note
;‘ o (8] (o]
- Title
3 A S
- ] ‘!’]n - o= e || = = )
3 " . cut Note | W% (¥ [h ) = i &€ E 6 & 7 | o H-
: ¥\ ' re—r——
- Copy B /7 U S FontFamily ~ FontSizes ~ £ =E = =
> o o Paste
c Change Picture...

Save as Picture... Testing word formatting

& Arrange »>

- Grouping >

2 Align or Distribute > .

B Wran T 1.  Testing

;’ rap Text »

o Insert Caption... 2. Copy

3 " 3.  Paste

‘i_’ Format Picture... 3 4. Functionallity
= Hyperlink... 3K 3

| =]
EEE — n L. Print Layout View Sec 1| Pages: 10of 1 100% =y

MS Office, Editor, Evernote, Web,

anoC A
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List Notes

OpenLabFramework someh Helo ELNuserA LLogou]
Gene Cell LineData Notes Aftachments Projects Storage Master Data  Settings
=] <]
[>1] £ Home % New Noteltem [i<]
Noteltem List
Filter options:
Results per page: 10 % Creator: 4 Last Modifier: % Project: % | Filter
Creator Last Update Date Created Finalized Date Supervisor Supervisor Signed Date Title Note Preview
ELNusera 4/23/15 4/23/15 ELN Note 1
ELN Note 1 content goes

here.
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Show Note

= OpenlLabFramework semch Helo ELNuserA LLogou]

Gene CellLine Data Notes Attachments Projects Storage Master Data  Settings

<]

H |

Show Note ELN Note 1

2 Edit g Finalize & Delete 5 Download note as docx 5 Download note as PDF
Title: ELN Note 1
Samples: None added History - | 2.
esyhh v | Add to Date 2015-04-23 10:57:24
created: CEST
Upload attachment:
@ previously attached files are shown in a tab below the note. Author: ELNuserA
Note status: draft
Upload a file
Submit
Shared with: None added )
admin v | Addto
Projects: None added )
amsprol v | Addto
Notebook: None added
test v | Addto
Note:
L] | & [ Dy B
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Signing a Document

= OpenLabFramework Sowcn|  Holo ELNuserA Logou

Gene CellLine Data Notes Attachments Projects Storage Master Data  Settings

H |

Show Note ELN Note 1

L Edit & Delete 5 Download note as docx 3 Download note as PDF

Title: ELN Note 1 )
Samples: None added History | 2.
esyhh v |Addto Date 2015-04-23 12:34:21
' created: CEST
Upload attachment:
@ Previously attached files are shown in a tab below the note. Author: ELNuserA
Note status: draft
Upload a file
Submit
Shared with: None added
admin ¥ | Addto
Projects: None added )
amsprol ¥ | Addto . .
Finalize
Notebook: None added )
test v | Addto
Note:
= | [(h
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Generate Public/Private Keys

== OpenlLabFramework ek B ]

‘.’ Gene CellLine Data Motes Attachments Projects Storage Master Data  Settings
| [<]]
Generate keys

@ User ELNuserA does not have any keys!

For security reasons we need to generate keys for encrypticn of notes. Please confirm your password.

Password

B Generate keys
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Sign Note & Select Supervisor

y
= OpenLabFramework semen Helo ELNuserA Logou]
w Gene CellLine Data MNotes Attachments Projects Storage Master Data  Settings
@

Sign note
@ Public and private keys has been generated for your account

Please confirm your password to sign this note.

Password |

Supervisor Supervisocr A %

Finalize
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Signature Checks

" c‘;—‘ O pen LabFramework T Hello ELNuserA [Logout]

Gene CellLineData Notes Aftachments Projects Storage Master Data  Settings

Show Note ELN Note 1

E |

@ Note was signed

& Download note as docx g Download note as PDF

@ Pending supervisor signature, note can not be edited or deleted.

Title: ELN Note 1
Samples: Neone added phetory =R 1
esyhh v | Addto Date created: 2015-04-23
12:34:21 CEST
Upload attachment: o
@ previously attached files are shown in a tab below the note. Date finalized: ~ 2015-04-23
12:55:01 CEST
Upload a file Author: erA
- Author
Submit signature:
Shared with: None added Supervisor: ELNsupervisorA
in v | Addto
adm Supervisor X
Projects: None added signature:
amsprol v | Addto Note status: final
Notebook: None added
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Supervisor Signature

V.
— OpenlLabFramework Soacn | HelloELNsupervrA Lagoul
e
g Gene CellLineData Notes Attachments Projects Storage Master Data  Settings
El & Home & New Noteltem gf;aqzt:::o:;e [i<]

List own notes
. List notes shared with me
Noteltem List

Filter options: <. List notes | need to sign >

Results per page: 10 & Creator: $ Last Modifier: ¢ Project: ¥ || Filter
Creator Last Update Date Created Finalized Date Supervisor Supervisor Signed Date Title Note Preview
ELNuserA 4/23/15 4/23/15 4/23/15 ELNsupervisorA ELN Note show

Testing word formatting
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Co-sighed Document

&
p“ O p en La b Fra I I | eWO rk Search Hello ELNsupervisorA [Logout]
‘v Gene CellLine Data Notes Attachments Projects Storage Master Data  Settings
A Show Note ELN Note 1 3
@ Note was signed
gy Download note as docx 5y Download note as PDF
@ This note is signed by you and the author.
Title: ELN Note 1
Samples: None added History -

esyhh v | Add to Date created: 2015-04-23

12:34:21 CEST
Upload attachment:

@ Previously attached files are shown in a tab below the note. Date finalized: 2015-04-23
12:55:01 CEST
Upload a file Author: ELNuserA
Submit Author signature: (
uDmi
Shared with: None added Date signed by 2015-04-23
admin v | Addto supervisor: 13:26:24 CEST
Supervisor: supervisorA
Projects: None added = ,
upervisor
amsprol v | Addto signature:
Notebook: None added Note status: signed

Co-signed
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¥

Link Documents to Samples

OpenlLabFramework

Search

Hello ELNuserA [Logout]

Gene CellLine Data MNotes Attachments Projects Storage Master Data

Settings

UNIVERSITY OF SOUTHERN DENMARK.DK

>
=
1

Show Note ELN Note 1

=] Download note as docx = Download note as PDF

@ Signed by you and the supervisor, note can not be edited or deleted.

Title: EL

Samples: « CHO-K1 - RPMI 1640 Remove

esyhh v | Addto

Upload attachment:
iles are shown in a tab below the note.

Upload a file

Submit

Shared with: None added

admin v | Addto

Projects: « ELN Project A Remove

amsprol v | Addto

Notebook: None added

| test v |Addto

History

Date created:

Date finalized:

Author:

Author signature:
Date signed by
supervisor:
Supervisor:

Supervisor
signature:

Note status:

2015-04-23
12:34:21 CEST

2015-04-23
12:55:01 CEST

ELNuserA

4

2015-04-23
13:26:24 CEST

ELNsupervisorA

signed

[i<]]




Share Documents

- bFram Kk
— OpenLabFramewor S Helo ELNuserA [Logou
& Gene CellLine Data Notes Attachments Projects Storage Master Data  Settings
b1 Show Note ELN Note 2
& Edit gy Finalize o Delete 5 Download note as docx 3 Download note as PDF
Title: ELN Note 2
Samples: None added History =i R |
esyhh v |Addto Date 2015-04-23 14:12:06
created: CEST
Upload attachment:
@ Previously attached files are shown in a tab below the note. Author: ELNuserA
Note status: draft
Upload a file
Submit

Shared with: e User B (ELNuserB) Remove

| ELNsupervisorA v | Addto
Projects: Non

amsprol v | Add to
Notebook: None added

test v | Add to
Note:

S
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Add to Projects

OpenLabFramework

Search

Hello ELNuserA [Logout

Gene Cell Line Data

Attachments  Projects  Storage

Show Note ELN Note 1

5 Download note as docx £ Download note as PDF

@ Signed by you and the supervisor, note can not be edited or deleted.

Title: ELN Note 1
Samples: None added
esyhh

Upload attachment:

v | Addto

@ Previously attached files are shown in a tab below the note.

v | Add to

Upload a file
Submit
Shared with: None added
admin
Projects: None added

ELN Project A

v | Add to

Notebook: None added

test

Note:

v | Addto

History

Date created:

Date finalized:

Author:

Author signature:
Date signed by
supervisor:
Supervisor:

Supervisor
signature:

Note status:

2015-04-23
12:34:21 CEST

2015-04-23
12:55:01 CEST

ELNuserA

4

2015-04-23
13:26:24 CEST

ELNsupervisorA

signed
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Filter Options

Hello ELNuserA [Logout

H
= OpenlLabFramework g
% Gene CellLineData Notes Attachments Projects Storage Master Data  Settings
= =
{a Home & New Noteltem
Noteltem List
Filter opﬁons:
Results per page:| 10§  Creator (Author): v | Supervisor: v | Last Modifier: v
Project: v |Date: Created 5§ 5 s  May + 2015 $1-15 s May $ 2015 s Filter
Creator Last Update Date Created Finalized Date Supervisor Supervisor Signed Date Title Note Preview

CSVE EXCEL |] ODS | PDE RTE XML
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Summary

Electronic Laboratory Notebooks will soon be standard for experimental research
Commerecial solutions: Too expensive?
Free solutions: Data protection?

OpenlLabNotes:
Rich text editor
Full text search and filter options
Shareability and Export
Digital signatures (co-signing)
Documents organized in notebooks and projects

Integrated with OpenLabFramework:
Direct reference to samples
Uploading additional documents

Single solution
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Open Challenges

Lack of integration with trusted authorities

ELN data format standard needed

More features:
Editable copies of finalized documents o
Extend digital signature protection to attached documents
User groups

Deployment challenging

Community adaptation
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Requirements & Availability

>=Java 6 with Java Cryptography Extension

Java web application server: Tomcat (6 or 7)

® https://github.com/NanoCAN/Openl abFramework
I u https://qithub.com/NanoCAN/OpenLabNotes

https://hub.docker.com/r/nanocan/openlabframework/

docker pull nanocan/openlabframework
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https://github.com/NanoCAN/OpenLabFramework
https://github.com/NanoCAN/OpenLabFramework
https://github.com/NanoCAN/OpenLabNotes
https://github.com/NanoCAN/OpenLabNotes
https://hub.docker.com/r/nanocan/openlabframework/
https://hub.docker.com/r/nanocan/openlabframework/
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